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Introduction to Model-Based Testing 
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MBT for Conformance Testing 

• MBT modeling from a standard (e.g. SCA 2.2.2 

sepcifications) 

• Test selection criteria are used to generate the adequate 

conformance test suite  

– Typically,  2 to 5 abstract test cases for each functional requirement 

• Automated publication of abstract generated conformance 

tests: 

– To create a documented test repository (using a test management 

tool), including traceability between requirements and tests 

– To generate executable test scripts for test execution automation 
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GlobalPlatform Positioning 

Across several market sectors and in converging sectors 

GlobalPlatform is the standard for managing applications on 

secure chip technology 
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Introducing GlobalPlatform standards... 

• Since 1999, With GlobalPlatform standards:  

• Create once based on -  
o Stable and interoperable Application Programming Interfaces (APIs) 

o Stable security requirement    

• Deploy ‘everywhere’ 
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GlobalPlatform Card Framework Reminder 

Commands 

APDU (ISO 7816) 
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GlobalPlatform Compliance Program Process 

Compliance secretariat 
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Challenges about Test Suite Development 

• The test suite shall be open to any test execution tools 

• The variants in specification and in test suite shall be 

managed efficiently 

– Generic specification with various specific configurations spec 

– Test Suites are developed for each specific configurations spec 

– Challenge is to reuse the generic part and to manage the specific part 

in an efficient manner 
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From Specifications to Test Plan deliverable 
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Initial States spec 

(doc) 
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The UML model 

UML Model 

The entities 

The initial state 
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The Test Objective Charter 

Test Objective Charter   

(XLS) 

Requirement extracted 

from Specification 

Specific cases covering 

the requirement 
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Deliverables 

• One deliverable in 

HTML containing 

– All test compliance 

packages 

Test Plan 

(HTML) 

Abstract Tests 

(XML) 

Initial States Spec 

(PDF) 

Adaptation Layer Spec 

(PDF) 
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Test Plan (HTML) (3/3) 

• A test detailed 

Test sequence 

detailed 

Test Plan 

(HTML) 
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Technical results (1/2) 

• 15 active Compliances Test Suites  

• 6 000+ tests in Compliance Test Suites 

• 5 Test Tools are qualified 

– Each Test Tools is importing the generated Test Plan as XML 
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Technical results (2/2) 

• Various domains of application 

– GlobalPlatform (Card) 

• Configurations derived from a generic spec GP 2.2 

– Telecom configuration : UICC + UICC Contactless extension 

– Banking configuration : Mapping Guidelines / Basic Financial  

– Identity configuration : ID 

– Embedded Secure Element configuration : SE  

– Generic configuration : Common Implementation 

• SWP/HCI Test Suite from ETSI specifications 

– GlobalPlatform (Device) 

• Trusted Execution Environment : Client API + Internal API 

• Open Mobile API Specifications from SIMalliance consortium 

– GlobalPlatform (System) 

• Trusted Service Manager Compliance : multi-component testing 



 20 

Lessons Learned from GP Experience 

• Test case generation is an automated process and so more 

predictive and less error-prone than manual processes. 

• It gives to the generated test cases a clear functional 

coverage metrics from the viewpoint of the TOC. 

• All generated assets (XML and HTML test suites, Adaptation 

Layer Specification) are kept in sync because derived from 

one common asset (the test model). 

• It helps to leverage existing investments in test management 

skills, tools, and processes. 

• It reduces test maintenance costs because only the test 

model is managed instead of the test cases. 
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Summary on GlobalPlatform 

• From 2007 till present, the GP Compliance Program has 

been using Model-Based Testing to produce its compliance 

test suite, which is now providing a unique value:  

– the test suite (means scripts) is usable for integration to the product 

vendors in-house systems,  

– the test suite is open to any test tool vendor, 

– the test suite is validated in real, and  

– the test suite supports product variants.  

• This MBT integration is therefore a concrete success story, 

which today enables and motivates GP Working Groups to 

extend its use, currently for system compliance 
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SCA conformance testing - MBT postionning 

Both for Platforms and Waveforms 
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SCA Conformance Testing – MBT Process 
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Proof of Concept - SCA 2.2.2 scope 

Figure 5: Studied Excerpt of SCA 2.2.2 Application Requirements List Version 2.2. 

 

Test Objective Charter 
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MBT Model- Class diagram 
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MBT Model - OCL Constraints of the Operation 

mount() 
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MBT for SCA conformance testing – Tool chain 
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Generated tests  
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Generated Scripts 
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Adapatation Layer for atomated test execution 
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Test Execution using JUnit 
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Lessons learned and Conclusion 

• Model-Based Testing is adequate for SCA conformance 

testing 

• This process targets functional behavioral SCA requirements 

• The modeling notation used (UML / OCL) was suitable to 

model targeted SCA requirements 

• The MBT tool-chain helps to automate test generation 

(documented test repository, traceability and executable test 

scripts) 

• Increased productivity for the development of the conformance 

test suite 

• Better control about what is really tested and how in the 

conformance test suite 
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Thank you for attention ! 

Any question ? 
Eddie.Jaffuel@eConsult.fr Bruno.Legeard@femto-st.fr 

Bruno.Legeard@smartesting.com 


